Cloud platform came into existence primarily to accelerate IT delivery and to promote innovation. To this point, it has performed largely well to the expectations of technologists, businesses and customers. The service aspect of this technology has paved the road for a faster set up of infrastructure and related goals for both startups and established organizations. This has further led to quicker delivery of many user-friendly applications to the market while proving to be a commercially viable option to companies with limited resources. On the technology front, the creation and adoption of this ecosystem has allowed easy collection of massive data from various sources at one place, where the "place" is sometimes referred to as just the cloud.
Figure 1-The cloud ecosystem

INTRODUCTION
Cloud-computing platform offers opportunities for developers to deploy mobile applications dynamically on a scalable on-demand hardware and software platform. It includes some unique features such as a complete end-to-end infrastructural solution with enough computation and storage resources as well as no maintenance responsibilities. All these features come considering the need for economies of scale by parties who wouldn't be able to afford them otherwise.
Companies like Salesforce, Oracle, Amazon, Google, and IBM have found this model lucrative and have created a cloud division within their respective organizations. Machine virtualization techniques have been deployed to provide flexible and cost-effective resource sharing for users both internal and external to the organization. This has encouraged individual developers and small size companies, like Dropbox, to create cloud platform orientated services and products that are interesting to the end user.
However, data privacy concerns have thwarted the pace of its deployment. The user, who entrusts the CSP with personal data, is also expected extend this trust to third parties on matters related to its access. The platform thus acts like a "black-box" where the cloud service provider (CSP) is largely in control of gigabytes of user information. This information can range from highly sensitive to publicly available. Concerns are raised when parties that are interested in user-data analytics deploy artificial intelligence (AI) techniques, including machine-learning algorithms, to identify targeted audience for various purposes; advertisements being one of them.
This has negatively influenced the mindset of data owners who are provided with no guarantees by the CSPs that completely prohibit further usage of their data by anyone. Hence, it is difficult for the consumer to believe that the service provider will not share data covertly to a party outside of the original usage agreement.
A strong enabler for preventing unauthorized access of information is encryption. It encodes data of all types into a format that is readable only to authorized parties. A suitable solution for this environment among all encryptions that serves the purpose of maintaining data privacy is homomorphic encryption 1 . Another similar mechanism called parallel homomorphic encryption (PHE) 2 supports intensive computations via evaluation algorithms that can be efficiently executed in parallel. Encryption allows computation on encrypted data within the cloud without having the need to decrypt it, thus preventing exposure to those who have no legitimate need for data access. However, like many other strong encryption schemes, these protocols come with additional computational overhead of working on encrypted information. Although PHE is an improvement over homomorphic encryption in terms of faster computation, just like the homomorphic encryption, a lot of work is required to make it viable on a commercial scale.
While a lot of technical research worth mentioning has been going on towards realizing a feasible full-proof solution for preventing unauthorized data access, we redirect the reader's attention towards alternate ways of dealing with the problem. In this Article, we suggest a threepronged strategy to get a grip on this situation driven by-a) Technology, b) Internal Policy and Management, and c) State and Federal Policies. Our recommendation considers that while technology is a powerful agent in preserving data confidentiality in a cloud setup, it is insufficient in providing a complete solution unless backed by appropriate practices. A sound privacy assessment of the cloud also requires transparent pro-user management practices and internal policies such as: a) softwares that manage low-risk data cohabitate with those that have similar security needs; b) a blueprint of threat modeling of the cloud service -including software, hardware, and data; and c) a mechanism that addresses accountability concerns for protecting all data and control information that is used to grant access to the various parties. Lastly, we call for further exploration of external policies on both the state and federal level that offer limits and safeguards for the entire ecosystem. We submit these ideas in hopes to generate interest among 1 Gentry, Craig. "Fully homomorphic encryption using ideal lattices." In STOC, vol. 9, pp. 169-178. 2009 . 2 Kamara, Seny, and Mariana Raykova. "Parallel Homomorphic Encryption." In Financial Cryptography and Data Security, pp. 213-225. Springer Berlin Heidelberg, 2013. policy makers, technologists, researchers and industry to consider as potential practical steps towards better data management.
LITERATURE REVIEW
A brief literature overview of the existing privacy and security concerns related to cloud platform is covered below. For this Article, we define the various players in the ecosystem as follows: A cloud service is rendered over a network and can be accessed remotely through the Internet. A cloud service provider (CSP) is the entity that provides the cloud solution -including application, hardware platform, storage and other resources. Using these resources is the data controller, which in our case is an entity who has access to end-users' personal data of all kinds, in large quantities. This data may have been collected from the primary end-user either through applications installed on various personal digital devices or other means that collect usergenerated content like photos, videos, documents, etc.
A Bird's Eye View of Cloud Computing
Cloud computing platform 3 truly emerged as a consumer oriented computing paradigm in early 2000s and soon became a popular technology. Increased bandwidth and flexible infrastructure comprising of a heterogeneous offering of softwares and hardware supported the increasing use of cloud services. It promised, and delivered, a computation environment to users with varying needs which later began to be distinguished as definitive service models (see Figure 2 ) -software-as-a-service (SaaS), platform-as-a-service (PaaS), and information-as-a-service (IaaS).
Although there is no standard taxonomy defined, each model has been described below based on the most common features covered 4, 5, 6 : a. SaaS -All the application softwares running on a cloud infrastructure are offered to users' The "anywhere, anytime" capability of the Internet ensures a truly global solution for the cloud.
Its infrastructure can be deployed using one of the three models that are described below 9 : a. Private -The cloud provider is the only user of the infrastructure. Organization users have exclusive access to resources, which are located within the premises (physical or virtual) of the company.
b. Public -A single organization provides multiple resources to multiple consumers, which is accessed via web-services over the Internet. The overall system is located on-site or offsite which a third party provider may manage.
c. Hybrid -It is a composition of two or more internal and external cloud providers that although are independent of each other, are bound by technologies that enable inter operability of data and applications.
Privacy: The Fundamentals
Privacy means many things to many people. to) the presence of an independent data protection authority and limits on automated decision making.
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In the U.S., the legal regime assumes various, complex approaches to address privacy concerns. As cloud services grow, it is evident that current legal standards and regulations will need to be reformed. For some, to do so may require both legislative and FCC action. 63 Others suggest increased transparency by cloud providers as one solution. More importantly, such reform will require advancement in our conceptualization of privacy that does not exclude context and structure of contemporary data management flows. To address this, we offer additional perspectives in the upcoming section that move towards a fuller understanding of privacy issues within current cloud offering.
PUTTING IT TOGETHER: SECURITY AND PRIVACY CONCERNS IN THE CLOUD
In this section, we discuss security and privacy concerns that have significantly affected the deployment of cloud platform.
Unauthorized Data Sharing
Multi-tenancy is a part of the public or community cloud offering with the ability to roll out services to multiple users simultaneously. This supports reduced overhead and higher availability of applications for the provider through solutions management. As an instance, the ZFS storage 64 capabilities along with hypervisors, offers customized solutions down to choosing the software version, thus encouraging a modular and parallel approach. Takabi et el., further elaborate that among the unique features of the cloud, is its ability to manage resource utilization efficiently by offering a partitioned virtualized space for every customer subscribed to the service. This multitenancy is partially responsible for bringing the overall cost of the infrastructure down, which is why it is a great provision on behalf of the provider.
At one point during the cloud's market growth, multi-tenancy was driven by technology available at the time. Multi-tenancy architecture was accessible at the application level. . The need to move to anything has been found unwarranted and opposing business value. While saving enormous amount of money, time and human resource in creating the infrastructure from scratch is clearly an attractive offer, profit making is still the primary goal. However, prioritizing profits over the quality of product wouldn't allow sustainability for too long. As a customer, allowing ones data to reside on a multi-tenant platform poses several privacy and security related challenges. We discuss some of these challenges shortly.
Another big privacy concern is data being accessed by the service provider itself. The rationale is straightforward; there is a huge demand for data of all kinds in the Internet community. Many companies earn their livelihood by analyzing this data and selling it to interested parties at profitable rates. Platform owners usually have access and control over data inhabiting in any part of the platform, and they may take advantage of being in this unique position. If big-data analytics has given data controllers the power to extract interesting analysis from the datasets, it has also increased avenues of privacy violations. The rationale behind using cloud as a service comes understandably from reduced setup and operational costs, increased computational performance, elastic scalability, etc. This has been made possible by various service models including software (SaaS), platform (PaaS), and infrastructure (IaaS) that are offered through convenient and affordable pricing models.
The current technological barriers focus only on providing security measures in the conventional sense. Some of these are described in the following section.
Cloud Platform Related Attacks
CSPs 66 are the current favorites of cyber criminals, and we can expect to see more sophisticated attacks emerge in the future. They attract cybercriminals just as robbers are attracted to banks. A database located in the cloud is similar to an information bank with many customers, and cybercriminals are interested in using this data malevolently or in other unauthorized ways. Therefore, attacking a cloud service provider exposes entirely new and unconventional family of attack surfaces on the platform. These vulnerabilities and those implicit to other components of the infrastructure lead to many security gaps that adversaries can deploy in their favor. As an effort to thwart the efforts of the adversary or attacker, the security expert can take several measures.
The security personnel should understand attacks that are specifically geared towards the cloud platform. It is possible to shoulder the responsibility of securing the system on someone with experience in protecting enterprise network. There is definitely a basic skill that both should possess -the ability to configure, design and break security of systems. Using similar skills and a sound understanding of the cloud infrastructure, a security personal may feel sufficiently equipped against known threats. The attack scenarios do not, however, completely overlap in the two environments.
We can write countless papers if one were to cover existing and potential attacks implicit to cloud platforms. But, our goal is to take a systemic approach and provide mechanisms to protect the overall infrastructure instead of just focusing on safety measures through security related approaches. Our approach is novel because it explores pragmatic ways to inform the primary user of the system's capability to store data securely and in a measurable way. We recognize that the complexity of these attacks will increase as the systems continue to evolve and provide increased functionalities. Heterogeneity of constituent systems and softwares binding them will also increase overall attack surfaces. With this evaluation, we propose our solution in the next section.
MAIN CONTRIBUTIONS
Cloud security implementers are in a prime position to develop privacy-preserving technologies to protect unlawful access of data. This is the foremost step to gain data controllers' trust for sharing data with CSPs. But, it does not offer a full proof solution guaranteeing privacy and security of all data. Much is dependent on the environment the solution is implemented in. A strong data encryption technique will protect the data from certain type of malicious intentions and approaches. There are other facets of illegal data access that necessitate new ways of protection.
Our thesis revolves around the idea of binding the distinct approaches of a technologist, a policy maker and a business owner into a combined, cohesive perspective through a secure service.
Each dimension brings a critical assessment to the table but cannot guarantee a complete solution individually. In this section, we will evaluate each approach separately. Later, we propose a unified cohesive solution in the form of a big picture.
The Technologist's Approach
Users of cloud services usually range from individual software application developers to small business owners who at least have a few thousand customers. Large corporations can also be seen taking advantage of the cloud to offload, conservatively speaking, part of their system. As mentioned in the Article earlier, cloud-computing infrastructure is still maturing and much work needs to be done on several frontiers, security and privacy of data being one of them. If proper data protection is not guaranteed for users, loss and exposure will ensue even in a protected premise. 69 In light of the data privacy related attacks we discussed in the previous section, we recommend performing a threat analysis of the overall system as a mandatory exercise. As we explain later, the mandate must be one assumed by the company itself and not instigated from a public policy side.
System changes configuration with each addition or removal of a hardware or software object.
With the elasticity of resources that a cloud provides, a comparative threat analysis with each major upgrade will definitely offer key insights into gaping security holes and new privacy concerns resulting from the change. Before we discuss the performance of a security threat analysis, 70 we first need clarity of its meaning. A commonly accepted definition of threat, factors that create threat to a system, and ways of measuring different types of threat will be advantageous in delivering effective assessment results. For the purpose of this Article, we define a threat as "anything that is capable of acting in a manner resulting in harm to an asset and/or organization; for example, acts of God (weather, geological events, etc.); malicious actors; errors; failures."
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This clarification will eliminate a huge possibility of unforeseen incidents, as its impact has been realized and remedies planned in advance. It is often useful to define many separate threat models for a given system. Each model defines a narrow set of possible concerns to focus on. In the case of cloud services, possibilities of both security breach and un-handled privacy need to be modeled. This exercise can help to assess the probability, the potential ways of harm, the significance given to stored data, of attacks, and thus help limit customer concerns.
Threat Modeling has the potential to become an integral part of the process where privacy and security are relevant concerns. Some of the questions that need to be answered are: 1. What types of attacks need to be modeled in a cloud environment?
2. What does threat modeling mean for a cloud platform?
3. What tools and technologies can be used to accomplish the modeling task?
4. Will threat modeling help in creating an insurance plan when a data breach takes place?
5. How to share the threat model with the customer in a readable format?
There are some existing tools that can be used to perform threat modeling for any asset that needs protection. Bruce Schneier developed attack trees 72 , which is a way of thinking and describing security of systems and sub-systems. A list of possible attack vectors is created for the entire system that helps make decisions about how to improve security.
The usability of threat modeling can be maximized if the security architect thoroughly understands the architecture of a general public cloud platform. Although individual cloud-based platforms offer a broad spectrum of technologies and services, this in no way should hamper the impact this systemic analysis will have on appraisal of existing security gaps and hence proposed solutions.
Another proposed solution is to cohabitate data with same level of sensitivity and privacy needs.
This first requires classification of the various user data into pre-defined sensitivity levels. These levels can be based on existing Federal or state defined policies, cost incurred in case of a data loss or can even be user designated. The ToS document can outline this agreement between the service provider and user. This proposition has the potential to increase trust on management of privacy that safeguards databases with critical data. More resources can be deployed specifically for these systems as opposed to system-wide implementation of stronger security. To further reduce ambiguity, privacy and security concerns around data can be defined bearing the following points in mind- 
Policymakers Approach
In this Article, we examine privacy concerns and security protections of consumer data afforded by cloud technologies, public policies and internal data management practices. As we've advocated throughout the Article, a successful and secure cloud solution requires the integration of all three elements. Kesan et, al. recommend the introduction of a baseline of privacy protections that identify minimum requirements in order to protect sensitive information and a provision to identify risk of loss for online fraud. 73 They also call for strong enforcement and regulation of data control (e.g. data mobility, data withdrawal, secondary-use, etc.) 74 Echoing
Kesan, we too believe that a baseline of protections would help provide consistent structure across the patchwork of U.S. privacy policies. In regards to personal data control, we remain on the fence for two reasons. First, usable technical mechanisms that enable such control on the user/customer level remain elusive. Second, studies indicate that personal control of data may not elicit rational behavior or good decision making by the user. 75 We also draw from Solove's challenge that "emerging privacy problems must be understood 'architecturally' as part of a larger social and legal structure. Consequently, protecting privacy must focus not merely on remedies 73 Kesan, Information Privacy & Data Control, 462. 74 Ibid., 464. 75 Acquisti, Alessandro, and Jens Grossklags. "Privacy and rationality in individual decision making." IEEE and penalties but on shaping architectures." 76 Thus, it is in identifying how each element compliments and or detracts from the other that a comprehensive solution emerges.
As indicated previously, one critical weakness of U.S. privacy law and regulation is the lack of incentive mechanisms for data controllers. Currently, data breaches or violations of specific policies (e.g. COPPA) result in monetary penalties. Yet, some have argued that these penalties do not go far enough to ensure consumer data protection. Thus, we ask whether other incentives may help generate a pro-privacy stance among such companies. One avenue may be in the proliferation and adoption of the "public-benefit corporation" status. State chartered, this status allows for corporations to allow a public benefit, in this case privacy, to be part of its charter purpose in addition to maximizing profits. The idea is to increase transparency and accountability of the company's efforts to protect said benefit to its customers and shareholders.
On October 23, 2014, the "ad-free and never sell users' data" social networking startup, Ello, formalized its status as a b-corporation in what they noted was "the strongest legal terms Last accessed on Oct. 27, 2014. < http://www.theverge.com/2014/10/23/7049141/ello-becomes-public-benefitcorporation-mandates-no-ads> model, privacy should be considered on a "continuum that begins with no risk of identification at one end, and ends with identified individuals at the other". 78 In many ways, this allows for specific contexts and events to help determine the sensitivity of particular data. For example in medical use cases that may include third-party mobile applications, understanding the privacy spectrum for the data in use helps frame the legal safeguards that may need to be triggered.
From the Business Owners
The Article concerns itself with the data management flow between two specific entities: the cloud service provider and users. For our purposes, we have limited the "user" or data-controller definition to include developers, start-ups, small business owners etc. We, therefore, assume a level of technical proficiency and skill-set from the user. a supplemental document to the ToS agreement, which outlines specifics of the data management flow. A second document should also be provided that discusses insurances against data breaches or mismanagement of data. We equate such an approach to a landlord with multiple tenets. Each tenet receives documentation of the property that highlights certain types of information, like the security of an area and liability for lost or damaged property. By adopting these practices, both
CSPs and data controllers are clear about their data practices from data sharing, to reselling, to storage, to withdrawal, to deletion, etc. We believe that the onus lies on these entities to build and gain user trust; and that users should demand nothing less than this level of transparency.
CONCLUSION
The technology section presented a technical recommendation that suggests threat modeling of the cloud platform and remedial actions as a complimentary solution to existing defense mechanisms. A layman version of the threat scenario of the cloud is suggested be shared with the user for transparency purposes. The next section then offered suggested pro-user management practices and internal polices to supplement the technology solution. This includes the development of a blueprint of threat modeling of the cloud infrastructure. The section on complicating privacy policies and the cloud discussed current legal privacy issues in relation to the cloud and highlighted shortcomings of current information privacy policies.
In light of these discussions, we turn our attention towards recommendations and additional points of interest that we promote will aide in securing personal data in the cloud. the Article has primarily focused on the CSP to data-controller business relationship.
Unfortunately, even at this level, the data management flow in the cloud is complex. As others and we have stated, multi-tenet, multi-directional flows on the cloud complicate legal protections. How then can we move forward?
From an internal management perspective, one point of interest is the latest decision by Apple, Inc. to explicitly ban its developers from reselling health data collected using its HealthKit API to advertising platforms, data brokers or information resellers. 79 Apple will, however, allow developers to share health data (with user consent) with third parties for "medical research purposes". Since its announcement, several questions have already emerged: will this encourage consumers to share more of their personal health data? How will this be appropriated internationally? For our purposes, we ask whether Apple's move helps fill in the gaps of HIPAA, which currently only bars private entities, like health providers and insurance companies, from communicating patient information to third parties.
Could Apple's decision set the tone for future technology data practices for all companies? While we wait to see if others follow suit, we encourage policy makers and civil society to continue efforts on to better structure current policies and statutes.
79 Megha Kedia. "TOS update bars Apple HealthKit developers from selling personal data to advertisers".
technienews.co.uk < http://www.techienews.co.uk/9717410/tos-apple-healthkit-developers-personal-dataadvertisers/>, last accessed 31 Aug. 2014.
